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Active Directory & SQL Server

How AD can affect your SQL Servers

Ryan Adams



Ryan Adams

Microsoft Senior PFE

MCT ¥ IT/Dev

Microsoft:

MVP Most Valuable PASS

Professional \ & SUMMIT 2016
- October 25-28

Seattle, WA

~I'M SPEAKING |

- ) .
ﬂs Q L Where DateProfesonds
’ a‘ Eaturday

@ryanjadams

Loorn.. Netwock. Relox.. Geow.  Just Add Woler

CERTIFIED CERTIFIED CERTIFIED
[ ————— Symtems Agymb B Svsiems Engines

n3 3
13t May 2 0
februa 00 ne 3
© Microsoft Microsaft 2013 TECHNICAL LEAD
':,-LE.-f_.T_.-.I...F. IED :.:;;.n.:::-::;rn e E.i:;l: e Full Dolols avallable of SQLCHUse.com




—‘l
Objectives

JAD Topology
ADNS

1Group Policy
1Security Groups
(JPassword Policies
dTrusts
1SQLAgent
JKerberos




Sites — What are they?
Sites — What you need to know
dIn what site is your SQL Server

JHow far away is the furt
(dDoes the site have a Glo
JHow far away is the furt

If so, how far away is

D

Topology

nest DC in the site
pal Catalog
nest GC in the site

(A Does the site have a Read-only Domain Controller

the closest writeable DC
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Topology

JForests — What are they
JForests — What you need to know
dIn what forest is your SQL Server located
JAre there any other forests in your network
If so, are those forests trusted
JAre you contacting servers in another forest
(dBecomes important with Kerberos
JYou have to follow the trust path




Topology

(dDomains — What are they?
dDomains — What you need to know
JIn what domain is your SQL Server
JWhere is located in the hierarchy
(dBecomes important with Kerberos
dYou have to follow the trust path
Do not get them confused with DNS Domain Names




DNS

JAlways use Fully Qualified Domain Names

JWhat not NetBIOS?
(INetBIOS is broadcast traffic and not normally routed

JdWhy not HOSTS?
(JHOSTS files are not dynamic



JdWhen is Name Resolution important?

O Outgoing
O Linked Server
(J OPENROWSET
O SQLAgent — PowerShell
O SQLAgent - CmdExec

O Incoming
O Applications
O Scripts
O Kerberos
 SPNs



Can DNS Trick Us? YES

A Slow Replication

A Multiple HOST (A) Records for a single IP = Auto PTR

A Multiple Alias (CNAME) Records for a single HOST (A)

A Split DNS
(JAD DNS Domain Name does match company’s DNS domain name
JAlways use the AD DNS Name (Kerberos)



dCan DNS Trick Us? YES

(dDelegated DNS Namespace
JCorporate DNS delegates a subdomain to AD DNS
JKnow your topology
JUnderstand security boundaries
(JDNS domain name does not match AD domain name
dImportant with Kerberos



dServer Location

JAWhich DCs are DNS servers

JdHow far away is the closest DNS server
JdWhat zones does it host?

JFor what zones does it have forwarders




DNS

dDon’t rely on the secondary DNS server
APrimary & Secondary should resolve all names

“No” Answer

“Yes” Answer

Seconda ry
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DNS

(I DNS Suffix Search Order
JAppended to NetBIOS if no broadcast response

ASuffixes are appended in order
(Not needed if FQDN is used




. Group Policy

JWhat are they?

JdWhere can they be applied?
Site

dDomain

Jou

(JHow can they be filtered?
1Object Type

1Security Groups

dWMI




Group Policy

JPrecedence

dLower Level Wins @
(dBlock Policy Inheritance @ | P! |l eIsiENe
(No Override @

JWins over lower levels
JWins over a block
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Group Policy

JdWhat can they do?

Software Install Large Pages

Startup/Shutdown Script Registry Settings

Login/Logoff Scripts File System Permissions

System Services startup type IPSec Policies

System Services Permissions Windows Update Settings

Power Plans and CPU Usage Instant File Initialization

Lock Pages in Memory Firewall Settings



Group Policy

JdTroubleshooting Tools

JAGPMC.msc — Group Policy Management Console
(JRSOP.msc — Resultant Set of Policies
(JGPResult.exe — Group Policy Result
_1GPUpdate.exe — Refresh/Reapply Policies
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P Settngs | ONS | wins |

DNS server addresses, in order of use:

The following three settings are applied to all connections with TCP/IP
enabled, For resolution of unquaified names:

| Append prmary and connection spedfic DNS suffixes

= £
X

Append parent suffixes of the primary DNS suf

ONS suffixe

DNS suffix for this connection:
[ Register this connection’s addresses in DNS

Jse thes connecbon's DNS s ffix in DNS regstrabon

EA Command Prompt

: Hybrid

Enabled. . . . . . « . = Ho

y Enabled. . . . . . . .
DHE Suffix Search List. . . . . . % contoso.com

Group Policy

(JContoso.com set via GPO

Litware.com set on client

JContoso.com set via GPO




. Security Groups

dTypes

JGlobal

JdDomain Local

dUniversal
(dMake sure you have a GC in the site
(JOr make the site has GC caching
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Security Groups

INesting
1Keep Recursive Membership in mind
JKerberos Token Access Size
dLimited to 1024 SIDs
(A Default is 12k and max is 65k

Domain
Local

Any Domain

Domain
Local
Any Domain Same Domain




Security Groups

JdWho has access to your DB files?
dVerify NTFS File Permissions
(dDon’t use a Deny ACE

Best Practice is to simply omit the ACE
dCheck inheritance at the folder level
dCheck inheritance at the file level

TIP

You can have access to a file without having access to the folder it is in.



Password Policy

JWindows Authentication
dSettings Determined by Default Domain Policy

ASQL Authentication

_1Settings Determined by Local Policy

(JCan be overridden by GPO

SQL Auth Accounts adhere to this policy
(JEnforce Password Policy (Complexity)
(JEnforce Password Expiration




Password Policy

(JdManaged Service Accounts

dIntroduced with Windows Server 2008 R2
JApplication Service Account Managed by AD

(JCan manage it’sCan manage it’s own own password
(JSPNs

dDisallowed Interactive Logon

(JThe Problem
Did not support SQL Server
(JCannot be used with Clusters




Password Policy

(JGROUP Managed Service Accounts
dintroduced with Windows Server 2012
(Same features as an MSA in Server 2008 R2
1Supports SQL 2012
1Supports Clustering
JRequirements

JdWindows Server 2012 Schema

JFunctional level not required but no auto SPNs
Client must be Windows Server 2012
J.NET Framework 3.5
JAD PowerShell Snap-in
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Trusts

A Trusts — What are they?
By default they are two way and transitive

Domain Domain
A C

dYou need to know your locations and your users’ location
JCan help you identify slow authentication issues
A Trust hierarchy must be followed (Kerberos)
AShortcut trusts



SQLAgent

The job failed. Unable to determine if the owner (domain\username)
of job MYJOB has server access (reason: Could not obtain information
about Windows NT group/user 'domain\username’.

dJobs will fail if the job owner cannot be found

(JHas nothing to do with job security context
(JUse a SQL Account

(JAccount can be disabled

(dJobs run under the context of the SQLAgent Service Account
dUnless credentials are defined in a job step

TIP

Credentials and proxy accounts don’t work if SQLAgent Service is using a UPN.
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Kerberos

JRequirements
dServer and client must be in same or trusted domain
(1SQL Server must use TCP/IP
(ANames Pipes allowed starting in SQL 2008
ASQL Server’s SPN must be registered in AD
(ASPNs must be unique
JdHowever, AD allows for duplicates




Kerberos

JWhy should | use Kerberos over NTLM?

JdMutual Authentication
JFaster Authentication
ADomain Trust Enhancement
JDelegated Authority




Kerberos

(JHow does it work?

Hle
Hle
Hle

ient authenticates to KDC
ient Requests a Service Ticket from KDC
lent presents Service Ticket to resource server

TGS Request SerV|ce Ticket

Service T|cket




Kerberos

(JdHow does delegation work?
(dSame as single hop, but one or more steps further
Distributed Reporting Services Solution

TGS Request

Reporting

Services

Service Ticket Delegated Service Ticket




Kerberos

dIs my SQL Server using Kerberos or NTLM?

SELECT auth_scheme FROM sys.dm_exec_connections
WHERE session_id=@ @SPID
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Kerberos

AService Principal Names

JRegister Manually
dYou have to figure out the SPN yourself
dYou need permissions on the account in AD

JRegister Dynamically
dPermissions not granted by default for SELF on account
JWrite Public Information
JWrite servicePrincipalName
(dValidated write to servicePrincipalName
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Kerberos

(ASPN Method Comparison

A Dynamic registers/unregisters with SQL Service start/stop
JAD replication can come into play

(dDue to replication dynamic is not recommended for clusters
Site topology and Urgent Replication can mitigate this

Versus

dManual means intervention required if server name changes
(A Manual means you can add an SPN for NetBIOS



Kerberos

JCase Study: Urgent Replication Impact

“ — _

EMEA 24:25 00:48
Asia Pacific 09:28 00:51
North America 25:35 00:58

Forest Wide 58:04 02:57




Kerberos

JdWhat should my SPN look like?

(A Default instance registered by SQL Service
TCP Connections
(AMSSQLSvc/FQDN:Port
(ANamed Pipes Connections
JAMSSQLSvc/FQDN

s this how | should do it for my manual registrations?
dYes, but also add SPNs for the NetBIOS name
(AMSSQLSvc/NetBIOS:Port
AMSSQLSvc/NetBIOS



Kerberos

dService Principal Names

JWhere should they go?
ASQL Server Service running under domain account
Domain Account

SQL Server Service running under the following:
JLocal System
JLocal Service
INetwork Service

AD Computer Account
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Kerberos

(AGPOs Strike Again!

15 Kerberos settings governed by Domain Policy GPO
(JEnforce User Logon Restrictions

dMaximum Lifetime for Service Ticket
dMaximum Lifetime for User Ticket

dMaximum Lifetime for User Ticket Renewal
dMaximum Tolerance for Computer Clock Sync




dTroubleshooting Tools

Klist.exe

JKerbtray.exe
(SETSPN.exe
JKerberos Configuration Manager

Kerberos




O AD Topology
 DNS

[ Group Policy

O Security Groups
 Password Policies
O Trusts

1 SQLAgent
 Kerberos
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